The Countess Free Church
Online Safety Policy, including an Acceptable Use Policy
The Countess Free Church, 10 Chapel Street, Ely CB6 1AD Tel: 01353 662396

When responding to concerns of abuse please refer to 31:8 ‘Online Safety
Flowchart’ in Appendix 1.

Thirtyone:eight Online Safety definition:

Online safety is the collective term for safeguarding involving the use of electronic
devices and applications to communicate and access the Internet; often referred to as
Information and Communications Technology.

Guidelines for Workers and Volunteers

e Generally, maintain good and open relationships with parents and carers regarding
communication with them and their children.

e Use an appropriate tone: friendly, but not over-familiar or personal.

e Be warm and friendly, but do not suggest or offer a special relationship.

e Be clear and explicit about information that you need to share; don’t abbreviate or
short-cut your communications.

e Be cautious in your communications with children to avoid any possible
misinterpretation of your motives or any behaviour which could be construed as
grooming.

e Do not share any personal information with children, or request or respond to any
personalinformation from a child other than that which might be appropriate as part
of your role.

e Only connect with children for reasons related to the work of the church and
maintain records of all electronic contact with individuals or groups, including
messaging and texting.

e Workers and volunteers may use personal equipment in accordance with the other
stipulations of this policy.

e Respect a child’s right to confidentiality unless abuse/harm is suspected or
disclosed.

e The organisation domain/logo should be used on any public online post which
represents the organisation.

e Email should only be used to communicate specific information. (e.g. times and
dates of events). It should not be used as a relationship building tool.

e Email History should be kept and dated.

e Electronic communication with children should take place between the hours of
8am-7pm. Online activities taking place outside of these hours will be planned in
advance.

Video conferencing and calling
When using video conferencing platforms, the following shall be observed:
e Consentis sought for children/young people.
e A minimum of 2 leaders will be present.
e Appropriate locations will be used for participants.
e Participants will wear suitable attire.
e Avoid 1 to 1 video calls with young people unless agreed in advance with your
supervisor/line manager and with the knowledge of the parents.
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The Countess Free Church

Social Media Policy

All social media interaction between workers, paid or voluntary, and children under
18 shall be limited to monitored/administrated groups. An exception is made to
allow direct communication between mentor and mentee (over the age of 13) as
agreed with the mentee’s parents and in accordance with guidance in the Youth
Mentor’s Role Description.

Social media groups for young people will be moderated by two leaders or more.
Text and any other media posted shall be subject to the acceptable use policy.

All interaction on social media groups shall be recorded for safeguarding purposes.
Any private messages shall be recorded for safeguarding purposes. Private
messages will not be initiated by adults within groups. Private messaging is
restricted to the context of mentor / mentee.

Any safeguarding concerns/allegations arising from social media shall be referred
onto the safeguarding co-ordinator.

All users of social media must be above the minimum age limit which is usually 13+.
Workers and volunteers should ensure their privacy settings are set to the highest
levels to restrict children being able to see any more than what is relevant to
communication within the group.

All social media groups should provide links to statutory authorities such as CEOP,
to enable children to report online abuse.

Consent for photographic images and videos online

Photographs that include children will be selected carefully and will endeavour to
prevent children from being easily identified.

Children’s full names will not be used on the website in association with their
photographs.

Parental consent will be sought before any images are taken or displayed and images
will only be used for the specific purpose for which permission was sought for and
how the image will be stored if not destroyed. If the intention is to use an image on
the internet this must be clearly stated and further permission must be acquired if
animage is to be used in a way not originally stated.

Use of images will reflect diversity of age, ethnicity and gender of the activity.

Live streaming of events must be clearly advertised in advance and where children
are involved permission should be sought in line with the photographic guidelines.
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Acceptable Use Policy

e Where access to the internet is provided on our organisational devices or devices
owned by an individual via our WiFi, we will exercise our right to monitor usage which
includes access to websites, interception and deletion of inappropriate or criminal
material or unlawfully copied text, video, images or sound.

e Social media groups must be used in compliance with Countess Free Church Ely’s
policy on social media.

Children and Workers should not:

e Search for or download pornographic, racist or hate motivated content.

o |llegally copy or play copyrighted content where permission has not been given.

e Send, request or display offensive messages or pictures.

e Harass, insult or bully others.

e Accesstheinternet using another person’s login details.

e Access, download, send or receive any data (including images), which Countess
Free Church Ely considers offensive in any way, including sexually explicit,
discriminatory, defamatory or libellous material.

Sanctions for violating the acceptable use policy in the opinion of Countess Free

Church Ely may resultin:

e Atemporary or permanent ban on internet use.

e Additionaldisciplinary action in line with existing practice on inappropriate language
or behaviour.

e Where applicable, police or local authorities may be involved.

Parent Carer Agreement

As the parent/guardian of | declare that | have read and
understood the Online Safety acceptable use policy for Countess Free Church Ely and
that my child will be held accountable for their own actions. | understand that it is my
responsibility to set standards for my child when selecting, sharing and exploring online
information and media.

Child/YP Agreement
| understand the importance of safety online and the church guidelines on acceptable
use.

I will share any concerns, where | or another person may be at risk of harm with the
safeguarding coordinator or a trusted adult.

Child Name (Please print) Child Signature Date

Parent/Guardian (Please print) | Parent/Guardian Signature Date
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Acceptable Use Policy

e Where access to the internet is provided on our organisational devices or devices
owned by an individual via our WiFi, we will exercise our right to monitor usage which
includes access to websites, interception and deletion of inappropriate or criminal
material or unlawfully copied text, video, images or sound.

e Social media groups must be used in compliance with Countess Free Church Ely’s
policy on social media.

Children and Workers should not:

e Search for or download pornographic, racist or hate motivated content.

o |llegally copy or play copyrighted content where permission has not been given.

e Send, request or display offensive messages or pictures.

e Harass, insult or bully others.

e Accesstheinternet using another person’s login details.

e Access, download, send or receive any data (including images), which Countess
Free Church Ely considers offensive in any way, including sexually explicit,
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e Atemporary or permanent ban on internet use.
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or behaviour.
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Volunteer or Staff Agreement

| declare that | have read and understood the Online Safety acceptable use policy for
Countess Free Church Ely and | will be accountable for my actions. | understand that it
is my responsibility to set standards for children in our church community when
selecting, sharing and exploring online information and media.

I will share any concerns, where | or another person may be at risk of harm with the
safeguarding coordinator or a trusted adult.

Volunteer Name (Please print) | Signature Date
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Acceptable Use Policy summary for young people

e Countess Church facilitates a group for young people to connect with youth
leaders and each other, currently via WhatsApp.

e Thisis for group messaging only.

e Onetoone messaging between a young person and an adult will only take place
with the young person’s named mentor.

e This mentor will be known to the young person’s parent and the messaging
platforms agreed with them.

e Messaging will only take place between 8am and 7pm.

e All messages will be respectful and encouraging in tone and can be kept as a
record.

e Conversation between a mentor and their young person will be treated in
confidence, unless the young person is at risk of abuse or harm. If this appears
to be the case, the mentor will speak to the Church’s safeguarding coordinator
for advice.
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Creating safer places. Together.

Online Safety incident raised by a child or worker

%

Inform place of worship/organisation’s Safeguarding Officer

v

You can always contad the Thirtyone:eight
Safeguarding Helpline for advice 0303 003 11 11

Inappropriate but not illegal (bullying*), adult content i.e.
jokes, violent action films etc.

lllegal material or activity (grooming, sexually explicit
material shared with child, child abuse images)
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If child is accountable, If worker is accountable,
decide on appropriate leader to decide on
course of action appropriate course

of action
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Possible internal action

+ Inform parents/carers

* Carry out risk assessment to prevent future incidents
¢+ Counselling for child if necessary

+ Disciplinary action for worker

lllegal Activity lllegal content Child at risk
Report to Report to

Report to Internet CEOP
police Watch (or police if
Foundation immediate

risk)
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Follow advice on securing and preserving evidence until
the relevant agency (above) can review it

Debrief on online-safety and lessons learnt

v

v

Review policies, procedures and monitoring methods

If material or activity found to be illegal, allow relevant
agency to carry out their investigation

Useful Contacts

Internet Watch Foundation (IWF)
www.iwf.org.uk

Child Exploitation and Online Protection Centre (CEOP)

www.ceop.police.uk
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Possible internal action

+ Inform parents/carers

+ Carry out risk assessment to prevent future incidents
+ Referral for counselling for child if necessary
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Debrief on online-safety and lessons learnt
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Review policies, procedures and monitoring methods
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(*) Some forms of bullying or content may be illegal — see Malicious Communications Act 1988, Obscene
Publications Act.

For extreme pornography — Criminal Justice and Immigration Act 2008, etc.
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